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ETHICALLY QIEEE
ALIGNED DESIGN s

A Vision for Prioritizing Human Well-being
with Autonomous and Intelligent Systems
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SOCIAL INTERACTIONS

ISSUE 1: WHAT HAPPENS TO CULTURAL INSTITUTIONS IN A MIXED REALITY, Al-
ENABLED WORLD OF ILLUSION, WHERE GEOGRAPHY IS LARGELY ELIMINATED, TRIBE-
LIKE ENTITIES AND IDENTITIES COULD SPRING UP SPONTANEOUSLY, AND THE NOTION
OF IDENTITY MORPHS FROM PHYSICAL CERTAINTY T0 VIRTUALITY?

TEAMLAB’S “BORDERLESS” EXHIBIT AT THE TOKYO DIGITAL ART MUSEUM. CR: TEAMLAB



SOCIAL INTERACTIONS

ISSUE 2: WITH ALTERNATIVE REALITIES AT REACH, WE WILL HAVE ALTERNATIVE WAYS OF BEHAVING INDIVIDUALLY
AND COLLECTIVELY AND PERCEIVING OURSELVES AND THE WORLD AROUND US. THESE NEW ORIENTATIONS

REGARDING REALITY COULD ENHANCE AN ALREADY OBSERVED TENDENCY TOWARD SOCIAL RECLUSIVENESS THAT
DETACHES MANY FROM OUR COMMON REALITY. COULD SUCH A SITUATION LEAD TO AN INDIVIDUAL OPTING OUT

OF “SOCIETAL ENGAGEMENTS?”

UXPA@PRATT



SOCIAL INTERACTIONS

ISSUE 3: THE WAY WE EXPERIENCE (AND DEFINE) PHYSICAL REALITY ON A DAILY BASIS
WILL SOON CHANGE

NEW SCIENTIST KLAUS VEDFELT/GETTY (2020)



SOCIAL INTERACTIONS

ISSUE 4: WE MAY NEVER HAVE TO SAY GOODBYE TO THOSE WHO HAVE GRADUATED
TO A NEWER DIMENSION

e

META NEWS: DIGITAL LIFE CHEATS DEATH IN THE METAVERSE (2023)



SOCIAL INTERACTIONS

ISSUE 5: : A/IS, ARTIFICIAL CONSCIOUSNESS, AND AUGMENTED/MIXED REALITY HAS
THE POTENTIAL TO CREATE A PARALLEL SET OF SOCIAL NORMS ?

1. Cryptographic Approaches
- Holemarphic Encryption
Garbled Circuits
.y - SecretSharing
- Secure Processors
2. Differential Privacy

1. Modifying Model §

2. Modifying Data s 3. Federated Learning
3. Adding Auxiliary Model(s)

4. Ensembled Methods

1. Explainable Al Techniques
- Intrinsic methods

Intelligence (Al)

Model agnostic methods

1. Human-centric Al @ - Surrogate methods
development framework a Enabled . Viuskaition methods
- Social Norms (Ethical, 1. Interpretable Al
Privacy-aware, Human values, techniques
trustworthiness) i
2. Socio-economic goals 'y
- Responsible, Equitable, Sefl- =
efficient, and understandable HLEG Principles OECD Principles
2. Design Requirements - Human agency and )
oversight - Inclusive growth,

- Reliable, Transparent, Safe,

. G ical sustainable development,
and collaborative echnical robustness

and safety and well-being

- Privacy and data - Human-centred values
governance and fairness
- Transparency - ransparency and
1. Humanin the Loop - Diversity, non- explainability
2. Ethical and Responsible discrimination, and - Robustness, security and
fairness safety
i . - Environmentaland - Accountability
S Hsan Cenurlc societal well-being
Framewsirk - Accountability

QAYYUM, A, BUTT, M.A,, ALI, H., USMAN, M., HALABI, O., AL-FUQAHA, A.l, ABBASI, Q.H., IMRAN, M.A., & QADIR, J. §2022g. SECURE AND

TRUSTWORTHY ARTIFICIAL INTELLIGENCE-EXTENDED REALITY (AI-XR) FOR METAVERSES. ACM COMPUTING SURVEY.
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ARETE H2020

AR PILOTS FOR PRIMARY SCHOOLS IN EU

Why Ethics?

Using Augmented Reality to
Facilitate Teaching English
Literacy Skills

READ MORE 9

Pilot 1

Augmented Reality as Efficient
Tool for STEM Information
Retention

READ MORE 2

Augmented Reality for
promoting Positive Behaviour
Intervention and Support (PBIS)

READ MORE 9

11



ARETE H2020 PROJECT (METHODOLOGY)

&

DOCUMENTATION

Information Sheets

Consent Forms

Data Protection Impact Assessment (DPIA)
Record of Processing Activities (RoPA)
Assessment Strategy

Intervention Strategy

Data Flow Diagrams
Questionnaires/Surveys

Measurement Tools

|
' PHASE1 /
Ethics Approval

- EEAB Terms of reference

- Ethics Requirements Documents
preparation

- Ethics requirements

- Ethics Approval

- WP1:D118&D1.2(M2)
D2.3 (M6)

YEAR1

’ \
|

PHASE 2

\d /

Ethics Updates

- Ethics Requirements

Documents u

pdates
- Pilots 1 & 2 Teacher training

(>M18)

- Pilots 1 & 2 interventions

ethics” monitoring (>M23)

- WP2: D27 (M14)

FINAL RESOURCES/

Monitoring process
EEAB terms of reference
Ethics Approval

Final Documentation

Ethics Monitoring Strategy

INSIGHTS

Review of existing

policies & GDPR ::
protection

compliance ethics
requirements and Data

|
o pHAsE3 '
Ethics Monitoring
- Pilot 3 Teacher training

(>m24)
- Pllots1&2&3

=  interventions ethics’ -

'h\(,: ~ monitoring (>M24)
|- wez:028(w2)
D2.10(M36)
YEAR

, 322M42 |

Y

Educational
Ethics XR

___ Manifesto

Policy
recommendation

Embedded into the
culture of the project
through

H2020 & GDPR Compliance and project monitoring

12
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“ENSURING TRANSPARENCY AND ACCOUNTABILITY:IN:DEVELOPMENT ::::: 5
CONTINUOUS: MONITORING AND EVALUATION: OF ETHICAL IMPLICATIONS:
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#& IEEE.org | |EEE Xplore Digital Library | IEEE Standards | IEEE Spectrum | More Sites eTools

IEEE SA &52en < IEEE

Standards Products & Programs Focuses Get Involved Resources MAC ADDRESS Q

THE IEEE GLOBAL INITIATIVE ON ETHICS OF EXTENDED REALITY

Home > Industry Connections > The IEEE Global Initiative on Ethics of Extended Reality

Outputs of the Activity

About the Activity

The following excerpt from the chapter on Extended Reality in A/IS that is part of Ethically Aligned Design, First

Edition illustrates the need for this initiative: Extended Reality (XR) Ethics and
IC Chair: Mathana Self 4

xr-ethics-chair@ieee.org >

Contacts Metaverse and Its Governance

Diversity, Inclusion, and Accessibility

Humans interpret the world through multiple lenses, determined by both culture and environment, which form the

basis for human bias and deeply influence how people interpret their relationships and sense of self. The nature of Business, Finance, and Economics
these lenses and how reality is experienced has dramatically evolved with the introduction of digital technologies and Vice Chair: Eleni Mangina

easy access to information via the web. Our perspectives are profoundly influenced not only by the cultural values of a University College Dublin Extended Reality (XR) Ethics in Medicine
global population, but by the underlying tracking technologies fueling the economic underpinnings of the web. xr-ethics-chair@ieee.org >

The IEEE Global Initiative on Ethics of
The growing prevalence of augmented and virtual environments is set to extend our collective human cognizance. Our Industry Connections Program :Xlendﬂ‘ Rea"fy (XR) Report-Extended
sense of physical identity, time, and agency will become subject to entirely new paradigms, where the gateways to Administrator eallty (XR) Ethics in'Education
these experiences might be controlled by interests other than that of ordinary citizens. The autonomous and industryconnections@ieee.org 3
intelligent systems (A/IS) backbone enabling real-time personalization of any end-users’ Extended Reality (XR) world
raises a host of ethical and philosophical questions about the collection, control, and exploitation of user data within
these ecosystems. As these capabilities move from external headsets into much subtler, integrated sensory
enhancements (and embedded or implanted devices) the stakes can become perilous.

Social and Multi-User Spaces in VR:
Trolling, Harassment, and Online Safety

Who Owns Our Second Lives: Virtual
Clones and the Right to your Identity

Extended Reality (XR) and the Erosion
of Anonymity and Privacy



EXTENDED REALITY (XR) ETHICS IN EDUCATION

LINTRODUCTION et eeees st eemes st eesss st s s e ..
2. LEGACY ACCESS AND PLANNED OBSOLENCE ... eemeessssnenes - Specia] thanks are given to the fo”owing contributors of this paper:
3. RECOMMENDATIONS..........ccooeensssiemssssssssssmmasssssssan et y-]

L T 9 Athanasios Chn-stopoulos

5. STAKEHOLDERS AND LEADERSHIP ...oooo—oooe e eovvsoeessssse oo emsssssreemessssss e 9 . _
Didier Contis
6. XR ETHICS IN EDUCATION - REQUIREMENTS._....cco.oomovvvrrreenn SRR & |
B L PRIVACY oo oerere e eeseseee s Georgia Ljvieril
6.2. REGIONAL ETHICS LAWS IN EDUCATION
6.2.1. UNTEDSTATES ...ooveeeeeee

Farzin Matin

6.2.2. ELROPE ...t et

Mathana
Meredith Noelle

6.3. Prvacy W ED
6.4. Uses REQUIREMENTS
6.5. Ham £ REQURENENTS. ... ......

6.6. SOFTWASE REQUREMENTS............
7. XR ETHICS IN EDUCATION — 30 EDUCATIONAL CONTENT ._..... [ Nathalie Mathe
7.0 ACCESSBILTY o e et JRURRRR. || .
7.2, TEACHING & LEARNING ..o oot e ses s e e s s senen [T e 21 Rebekah DaVIS
T3, AUTHORING TOOUKITS. vttt e s cae s ssn s smnenen SR 7 .
8. XA ETHICS IN EDUCATION = IMPACT oo ssss e meeessee s e 3 Samira Khodaei
BLL. EDUCATIONAL vt iecesuseemsssssssenmnsssass senmssass s sems st smms a4 mams a4 ems st st st 23 H idi
B2 SOCETAL ..ottt e st s e mme st s e s semmm e e e e et st s 24 Styhanos MYStakldls
Q. COMOLUSIONS ..o e e esesrs et B 25 Thommy Eriksson
0.1 CHALLENGES oot eeese st e ssss s sbsemmmsssb s s s ss e snnes S— .25 .
Tobias Loetscher
20, REFERENCES ..o oo seeeeeeesss e esss e e B .26
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2024 - 2027

A IEEE.org | I|EEE Xplore Digital Library | IEEE Standards | IEEE Spectrum | More Sites eTools

STANDARDS
lEEEﬁSﬁ ASSOCIATION oIEEE

Standards Products & Programs Focuses Get Involved Resources MAC ADDRESS Q

P701

Standard for Ethically Aligned Educational Metadata in Extended Reality

(XR) & Metaverse

Active PAR

Home > Projects > Standard for Ethically Aligned Educational Metadata in Extended Reality (XR) & Metaverse

This standard defines a high-level overview of a conceptual data schema for a metadata instance based on ethics
concepts for a learning object utilized within XR systems and Metaverse applications. This standard does not aim
to define whether procedures and operations as presented through the Metaverse are ethical or not. This
standard does not involve evaluation of the ethical value of learning content objects. Use case examples of the
conceptual data schema are defined. This standard also describes a high-level ethical design methodology of
learning objects for XR and the Metaverse applications, using the IEEE Std 7000 applied ethical approach.

Sponsor Committee SSIT/SC - Social Implications of Technology Standards Committee

Learn More About SSIT/SC - Social Implications of Technology Standards

Committee >
Joint Sponsors CTS/MSC

C/LT >
Status Active PAR

PAR Approval 2023-03-30 >
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P7016

Standard for Ethically Aligned Design and Operation of Metaverse
Systems

METAVERSE ETHICS MATRIX (P7016) — HIGH LEVEL ETHICAL ASSESSMENT MATRIX

ol

Based on :

Shahriari, K., & Shahriari, M. (2017, July). IEEE standard review—Ethically aligned design: A vision for prioritizing human wellbeing with artificial
intelligence and autonomous systems. In 2017 IEEE Canada International Humanitarian Technology Conference (IHTC) (pp. 197-201). IEEE.
https://standards.ieee.org/industry-connections/ec/ead-v1/
https://publicintelligence.org/quickethics/



https://standards.ieee.org/industry-connections/ec/ead-v1/
https://publicintelligence.org/quickethics/

METAVERSE ETHICS MATRIX (P7016) — HIGH LEVEL ETHICAL ASSESSMENT MATRIX

Step 1:
Ethically
Aligned
Design
Metaverse

Universal
Human
Values

General
Principles
Validation

Validated

Human
Rights

Well-being

~

~

L

Transparency

~

J

Accountability

J

Not
Validated

\.

Human
Rights

Y 4

Well-being

w

Data Agency

\. S

r

Transparency

\.

Accountability

J

4 N
Awareness of
Misuse

Risk Evaluation

Based on : Shahriari, K., & Shahriari, M. (2017, July). IEEE standard review—Ethically aligned design: A vision for prioritizing human wellbeing with artificial intelligence and autonomous systems. In 2017 IEEE Canada International

Humanitarian Technology Conference (IHTC) (pp. 197-201). IEEE. https://standards.ieee.org/industry-connections/ec/ead-v1/




METAVERSE ETHICS MATRIX (P7016) — HIGH LEVEL ETHICAL ASSESSMENT MATRIX

Step 2:
Ethically
Aligned
Design
Metaverse

Self-
Declaration
Data
Management

General
Principles
Validation

Validated - - - -

Well-being

M m Aw:;ie;:;:s ) m

Risk Evaluation

Not
Validated

Based on : Shahriari, K., & Shahriari, M. (2017, July). IEEE standard review—Ethically aligned design: A vision for prioritizing human wellbeing with artificial intelligence and autonomous systems. In 2017 IEEE Canada International
Humanitarian Technology Conference (IHTC) (pp. 197-201). IEEE. https://standards.ieee.org/industry-connections/ec/ead-v1/



METAVERSE ETHICS MATRIX (P7016) — HIGH LEVEL ETHICAL ASSESSMENT MATRIX

Step 3:
Ethically
Aligned
Design
Metaverse

Technical
Developmen
t

General
Principles
Validation

Validated

Human
Rights
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Well-being
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Based on : Shahriari, K., & Shahriari, M. (2017, July). IEEE standard review—Ethically aligned design: A vision for prioritizing human wellbeing with artificial intelligence and autonomous systems. In 2017 IEEE Canada International

Humanitarian Technology Conference (IHTC) (pp. 197-201). IEEE. https://standards.ieee.org/industry-connections/ec/ead-v1/




HIGH LEVEL METAVERSE ETHICAL ASSESSMENT MATRIX TOOLKIT

Step X: Validated

Ethically

Aligned

Design
Metaverse

XXX

Not

General Validated

Principles
Validation

Based on : Shahriari, K., & Shahriari, M. (2017, July). IEEE standard review—Ethically aligned design: A vision for prioritizing human wellbeing with artificial intelligence and autonomous systems. In 2017 IEEE Canada International
Humanitarian Technology Conference (IHTC) (pp. 197-201). IEEE. https://standards.ieee.org/industry-connections/ec/ead-v1/
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CALL TO ACTION: IMPORTANCE OF ETHICAL CONSIDERATIONS IN XR
CO-CREATE FOCUSING ON HUMAN RIGHTS
CONSENT
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